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Description Research Topic Description, including Problem Statement:

In common with most biometric systems, speaker verification is
susceptible to spoofing attacks where the system can be fooled
by using non-live data from the enrolled subject. In the case of
speaker verification, one such problem is replaying the enrolled
speaker’s speech, through speakers, into the recording device.
This can either be a recording of the speaker or a synthetic
version of the speaker’s speech. This project would assess ways
to detect speech with is live, rather than having been replayed.

Example Approaches:

An example approach might be the application of machine
learning, for example building a supervised classifier to
distinguish between live and replayed speech.

Another approach could be to investigate different feature
representations of speech to best detect replayed speech. It
would also be interesting to explore how current standard
representations such as iVectors behave with replayed speech,
for example using unsupervised clustering algorithms.

A further avenue of research might be to analyze the effect of
different recording conditions (telephony/far-field microphones)
on the performance of liveness detection.
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Computer, Information, and Data Sciences (16 )
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Engineering (27 )
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Social and Behavioral Sciences (28 )
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