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Description Research Topic Description, including Problem Statement:

Entity resolution, also known as data matching and record linkage, is the
process of identifying records which correspond to the same entity, for
example, a distinct person, attribute or product [1]. 

The National Intelligence Community (NIC) utilizes entity resolution
methods to manage datasets from reporting entities and other sources, of
varying data quality, consistency and formats. Entity resolution is critical in
supporting the data management processes that connect large, disparate
data sources to real world entities. 

In an increasingly data driven and digital operating environment, entity
resolution methods that address emerging data management challenges
are required to ensure that financial intelligence production remains
comprehensive and actionable for government partners in responding to
the evolving threat environment. 

There are four main challenges encountered in attempting to resolve
entities: 

Scalability of the matching algorithm in terms of overall record
processing volume, streaming and number of inputs.11
Maintaining accuracy of the algorithm as it scales.
Allowing for incremental history to be included in the processing to
further establish the real-world relationships between entities that will
improve the linkage accuracy over time.
Handling for bias in sparse underrepresented information in the source
dataset or inputs.

It is therefore important to conduct research on contemporary entity
resolution approaches, with the aim of informing enhancements to current
applications within financial intelligence processes. 
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Example Approaches: 

The current algorithms tend rely on attribute value similarities to deduce the
likelihood of a record pair corresponding to a single entity or different
entities with varying historical data quality. Furthermore, where population
data is concerned, certain underrepresented data attributes may be
overlooked by existing linkage algorithms and or underlying attribute
comparison. We would like to see proposals that explore the following
approaches: 

1. Investigate the use of modern Probabilistic Data Structures (such as
Count-min sketch [2] and Bloom filters [3]) to improve the scalability
while keeping the high accuracy of existing industrial-grade entity
resolution solutions used by the NIC [4, 5].

2. Investigate how to record incremental history comparisons of entity
features between each run time session. This includes the comparison
of historical entity features to improve or learn from the linkage
accuracy of existing entity resolution solutions.

Ideally, applicants should propose to develop protocols or processes that
can run both incrementally as well as a batch process and test whether
both approaches can produce similar accuracy and efficiency. Novel
machine learning approaches are also encouraged but with consideration
of ISO standard: ISO/IEC 42001.

Relevance to the Intelligence Community:

Named entity recognition is an ongoing big data challenge for the NIC.
Probabilistic methods, particularly those based on recent developments in
both academic and commercial applications, stand to address emerging
identity management challenges. 
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