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Description Quantum computation is a novel computing paradigm which
goes beyond what existing computers are capable of.  In
particular, problems such as the factorisation of large numbers,
which are currently thought to be hard to solve on conventional
computers, are easy to solve on quantum computers.  Since
much of modern cryptography depends on the difficulty of solving
such problems, the advent of a practical quantum computer of
any size would have a devastating effect on the security of
existing communication systems.

The theory of quantum computation and its effect on
cryptography has been known for some time and there has been
considerable research effort on building practical quantum
computers.  This research has reached the point where it is
reasonable to assume that practical quantum devices will be
available in the medium term – and at the very least it is
necessary to take steps to guard against the risk that such
devices would pose to communication security. 

Post-quantum cryptography refers to the use of (classical)
cryptography secure against the likely capabilities of a quantum
computation likely to be developed in the medium term.  It is
known that conventional public-key cryptography, on which
internet security largely depends, is vulnerable to Shor’s
algorithm running on a quantum computer.  Research into the
development, costing, assessment and implementation of new
forms of cryptography is needed.

(It should be noted that quantum communication – using
quantum effects to establish secure communication channels – is
not part of this topic)
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A number of approaches such as lattice-based cryptosystems
and learning-with-errors hav been proposed and studied in the
open literature and in the intelligence community.  Some have
been shown to be vulnerable to new quantum algorithms, such
as SOLILOQUY.  The scope of this project might include either of
the following:

Assessment of the quantum complexity of breaking currently
proposed cryptographic algorithms.  The key part of this
approach is not to accumulate new primitives as such, but to
develop a capability for assessing their security in terms of
quantum complexity.  Alternatively development of new and
practical primitives with “built-in” complexity proofs.  This
might involve research into the theory of quantum
complexity and its relation to classical complexity.

Development of quantum costing methodologies, to assess
the costs of currently proposed or likely quantum
computational systems in terms of time, energy and money. 
This could require collaboration with the groups currently
researching quantum technology.  This work could be
aligned with current paradigms for recommendations for
levels of security in classical cryptosystems as proposed, for
example, by CESG.
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