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Application
Deadline

2/28/2023 6:00:00 PM Eastern Time Zone

Description Research Topic Description, including Problem Statement:

Increasingly, the Intelligence Community (IC) is required to solve more computationally difficult, data-intensive
problems (e.g., cyber defense) that can have an impact on national security objectives. Consequently, the
underlying principles that define the relationships between computer architectures and Big Data applications
must be better understood in order for the IC to achieve its desired outcomes. Conversely, the ability of
computer structures to meet Big Data application requirements effectively, reliably, and within prevailing
technological constraints must also be better understood. In particular, some data-intensive applications
require computational capabilities that demand heavy numerical calculations. In recent years, artificial
intelligence/machine learning (AI/ML) has emerged as an important tool for improving the performance of
conventional systems and for developing novel methods for tackling computationally difficult problems. An
important requirement is to maximize algorithm performance by minimizing CPU and I/O inefficiencies for
computationally intensive tasks. Currently, industry standard methods are: insufficient, do not scale, and
frequently result in missing or dropped data that can significantly impact critical decisions.

Example Approaches:

Develop and deploy novel capabilities that can enable applications critical to the IC (e.g., cyber defense) to be
more quickly and efficiently addressed; Examine larger pipelines with higher data volumes and velocities to
better meet requirements; Improve performance of cybersecurity workflows; Examine zero trust architecture
and ability of ML to deliver solutions that can enhance the security posture of computer networks.

Relevance to the Intelligence Community (IC):

Problems to be Considered:

Traditional methods and tools are not fast enough and rely too heavily on heuristics.
Log collection outpaces Analysis—the amount and quantity of logs collected on, and devices added to
network continues to increase.
Managing large-scale, heterogeneous deployments for cybersecurity is challenging.
More complex models give additional inference capabilities, but they are difficult to scale and deploy in
real-time environments.  
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Qualifications
Postdoc Eligibility

U.S. citizens only

Ph.D. in a relevant field must be completed before beginning the appointment and within five years of the application deadline

Proposal must be associated with an accredited U.S. university, college, or U.S. government laboratory

Eligible candidates may only receive one award from the IC Postdoctoral Research Fellowship Program

Research Advisor Eligibility

Must be an employee of an accredited U.S. university, college or U.S. government laboratory

Are not required to be U.S. citizens

Eligibility
Requirements

Citizenship: U.S. Citizen Only
Degree: Doctoral Degree.
Discipline(s):

Chemistry and Materials Sciences (12 )
Communications and Graphics Design (4 )
Computer, Information, and Data Sciences (17 )
Earth and Geosciences (21 )
Engineering (27 )
Environmental and Marine Sciences (14 )
Life Health and Medical Sciences (48 )
Mathematics and Statistics (11 )
Other Non-Science & Engineering (2 )
Physics (16 )
Science & Engineering-related (1 )
Social and Behavioral Sciences (29 )
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